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[IPOBEICHNH B OTHOIIIEHUN €€ KOMITBIOTEPHBIX aTakK.
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1) aBTOMaTH3UpOBaHHAs CHCTEMa yIIPaBIeHHS — KOMIUIEKC IIPOrPaMMHEIX
¥ IpOrpaMMHO-alIapaTHBIX CPEACTB, NpeJHAa3HAYCHHBIX I KOHTpPOJA 3a
TEXHOJIOTMYECKUM " (unm)  IPOUW3BOACTBEHHBIM ob6opynoBaHHEM
(vcoTHUTENBPHBIMYA YCTPOWCTBAMH) M HPOM3BOAMMBIMH HMMH IIPOIECCaMH, a
TalOKe JUid yIpaBieHUs TaKUMHU 000pyIoBaHUEM U MPOLIECCaMH;

2) Ge30m1aCHOCTh KpHTHUYECKOH HH(GOpMaMOHHON HHQPACTPYKTYpPHl —
COCTOSIHME 3aIlMIICHHOCTH KPUTHYECKOH HHPOPMAIMOHHONW HHPPACTPYKTYPHI,
obecnieynBaroniee ee ycToiuMBoe (YHKIMOHHPOBAaHHE IIPHU IPOBENEHHU B
OTHOILICHUH €€ KOMIIBIOTEPHBIX aTakK;

3) 3HaYMMBIi 00BeKT KPUTHIECKOH HHPOPMaLUOHHOH
UHGPaCTPYKTYphl — 00BEKT KpUTHIECKOi MH(POPMALMOHHON HHPPaCTPYKTYPH,
KOTOpOMY IIPHCBOEHA OfHA U3 KaTeropuil 3HaUMMOCTH M KOTOPHBIH BKIIFOYEH B
peecTp 3HaYMMbIX 00BEKTOB KPUTHYECKOH HHPOPMALIMOHHON HHPPACTPYKTYPBL;

4) KOMIIBIOTEpHAasl ~ aTaka —  [eleHallpaBlieHHOe  BO3JEHCTBUE
IporpaMMHBIX M (WIHM) NpOrpaMMHO-alNapaTHBIX CPEeACTB Ha OOBEKTHI
KpUTHUECKOH HHQPOPMALIMOHHON HHQPACTPYKTYpHl, CETH JJIEKTPOCBSI3H,
UCTIONB3YEMBbIe JJII OpTaHM3alldy B3aHMOJEHCTBUS TakuX OOBEKTOB, B ILEJX
HapymieHus ¥ (WiM) HpeKpanieHus uX (YHKIUOHUPOBaHUS W (WIH) CO3MaHHUA
yrpo3sl 6e3onacHocTH oO6pabaTsiBaeMoil TakuMH 00beKTaMu HH(OpMAINH;

5) KOMIBIOTEPHBII MHLUUACHT — (aKT HapylIeHus U (W) IpeKpameHus

(YHKIMOHUPOBaHUS obpexTa KPUTHHYECKOH UHPOPMAIIOHHOH



MHQPACTPYKTYpPhl, CETH O3JEeKTPOCBSA3M, MCIONB3yeMOi Ui OpraHu3aluy
B3aUMOJIEHCTBAS TakuxX O0OBEKTOB, W (WMIM) HapymIeHHd Oe30MacHOCTH
obpabaTriBaeMoli TakuM 00beKkTOM MH(GOpMalKH, B TOM YHCIIe POU3OMIE It
B pe3yJbTaTe KOMIBIOTEPHO aTaky;

6) kpuTuueckas MH(pOpManuoHHas HHQPpACTPyKTypa — OOBEKTHI
KpUTHYECKOH  HWH(OpMAIMOHHON  WHQPACTPYKTypbl, a TaKXe CeTH
BIIEKTPOCBSA3H, HCIONb3yeMble I OpraHU3allMd B3aUMOAEHUCTBUA TaKHX
00BEKTOB;

7) 0OBEKTHI  KpUTHUYECKOH HMH(POpMAIMOHHON HHQPACTPYKTypHl —
MH(OpPMALIMOHHBIE CUCTEMBI, HH(POPMAIIHOHHO-TEJICKOMMYHHUKAIIMOHHBIE CETH,
aBTOMATH3HpPOBAaHHBIE CHCTEMbI  YIpaBlieHHS CYOBEKTOB  KPHUTHYECKOM
uH(QOPMaIMOHHOM HHPPACTPYKTYPHI;

8) cyOBeKTHl KpUTHYECKOH WHGOPMAUMOHHOH HH(QPACTPYKTYphl —
roCylapCTBEHHbIE OpraHbl, TOCYHApCTBEHHBbIE YUPEXICHHS, POCCHICKHUE
IOpUANYECKYe UL U (WIM) HHAUBUAYAIbHBIE NIPeIPUHIMATENH, KOTOPHIM Ha
npaBe COOCTBEHHOCTH, apeHIbl WJIM Ha HWHOM 3aKOHHOM OCHOBAaHHUM
HpUHAIJIEXAT uH(bOpMaIOHHBIE CHCTEMBI, HHPOPMALMOHHO-
TeJIeKOMMYHHKAIAOHHbIE CETH, aBTOMAaTH3HPOBAaHHBIE CHUCTEMBI YIIpPaBIICHHUA,
OyHKIHOHUpYIOIIKE B chepe 3apaBOOXpaHEHUs, HAayKH, TPAaHCIOpPTa, CBA3M,
DHEPreTUKH, OaHKOBCKOM cdepe M HHBIX cdepax (PUHAHCOBOTO pHIHKA,

TOIUIMBHO-DHCPICTHYECKOr0O KOMILICKCa, B o0JlacTH  aTOMHOI JHEPIruM,



060pOHHOH, pPaKeTHO-KOCMUYECKOH, TOPHOZOOBIBAIOLIEH, METAJITYPrHYeCKOR H
XMMHYECKOH MPOMBIIIJICHHOCTH, POCCHICKHME IOpHUAWYECKHe JHLa U (WIH)
MHIABUIYaIbHbBIE IIpeIIPUHIMATENH, KOTOpBIE obecrie4nBaroT
B3aUMOJIEHCTBHE YKa3aHHBIX CHCTEM WU CeTeH.

Crarbs 3. IlpaBoBoe pery/iupoBaHue OTHOLIEHHH B 00/1aCTH
obecrieyenns 6e30NaCHOCTH KPHTHYECKOH

HHGOpMALHOHHONH HHPPACTPYKTYPBI

1. OtHomenus B oOnact obecriedeHuss O€30IaCHOCTH KPHTHYECKOM
UHQOPMAMOHHON HHOPACTPYKTypsl pETYIUPYIOTCS B COOTBETCTBHH C
Koncrurynueii Poccuiickoit @epeparyn, oOmenpu3HaHHBIMH NPUHIHUIIAMUA U
HOpMaMH MEXIYHapOJHOTOo InpaBa, HacToAmMM @DelepallbHbIM 3aKOHOM,
apyruMu (enepanbHbIMHM 3aKOHAMM M IIPUHUMAEMBIMH B COOTBETCTBHH C HUMH
HWHBIMU HOPMaTHUBHBIMH IIPaBOBBIMH aKTaMH.

2. OcobenHocTH npuMeHeHuss Hactosimiero ®enepasbHOrO0 3akoHa K
CeTAM CBs3M 00miero Moyib30BaHMs ompenensiorcs PenepalbHBIM 3aKOHOM
ot 7 monsg 2003 roga Ne 126-®3 «O cBa3u» U IPUHUMAEMBIMH B COOTBETCTBUH
C HUM HOpPMaTHUBHBIMH NIPaBOBBIMH akTaMu Poccuiickoil ®enepanui.

Cratbs 4. IlpuHnunel obecniedeHust 6€30NaCHOCTH KPHTHYECKOH
HH(pOpMauHOHHOH HHPPACTPYKTYpPbI

Ipunnunamu obecrieueHust 6e3omnacHOCTH KPUTUYECKOH
HHPOPMALHOHHON HHPPACTPYKTYpHI ABIAIOTCA:

1) 3aKOHHOCTB;

2) HeNPEPHIBHOCTh M KOMIUIEKCHOCTh o0ecriedeHHss 0e30IacHOCTH



KpuTHyeckoi nHGOpMaOHHONR MHQPACTPYKTYpHI, JOCTUra€Mble B TOM YHCIIE
32 CYET B3aMMOMAEHCTBUS  YIOJHOMOYEHHBIX (elepalbHbIX OpPraHOB
WCTIOJIHUTENIHON BIacTH M CyOBeKTOB KpHUTHYeCKOH HH(pOPMaIMOHHOM!
HHPACTPYKTypHI;
3) npuopHuTeT IPEelOTBPAIICHUS KOMIIBIOTEPHBIX aTakK.
Cratps 5. I'ocyaapcTBeHHasi cHCTeMAa 00HApY KeHH,
npeaynpexaeHus H JAKBHIANH NOCAeCTBHH
KOMIBIOTEPHBIX aTAK HAa HHPOPMaNHOHHbIE pecypchl
Poccniickoii ®egepannn
1.TocynmapcTBeHHass cucreMa OOHapyXeHHS, IpEIyNpexIeHUs U
JIMKBHAALMH ITOCIIEICTBUI KOMITBIOTEPHBIX aTaK Ha HH(OpMAaIOHHbIE PECYPCHI
Poccuiickoii @enepauuu npeicTaBiseT co0OM €OUHBI TeppUTOPHANIBHO
pacnpefeleHHbIA  KOMIUIEKC,  BKIIOYAOMMM  CHJIBI U CpEICTBa,
NpefHa3HAYeHHble Ui OOHApyXXeHHs, IPeNyNpeXIeHHs ¥ JUKBHIALUU
IIOCNECTBUN KOMIIBIOTEPHBIX aTaK M pearupoBaHUsl Ha KOMIIBIOTEpHBIC
WHUOUAEHTEL. B Iensx Hacrosmied craThd 1oJ MHGOPMAlMOHHBIMU pecypcaMu
Poccuiickoii ~ Dexepan  NOHUMAOTCS  MHGOpPMAaLWOHHBIE  CHCTEMEI,
HHPOPMAIMOHHO-TEICKOMMYHHKAI[MOHHBIE CETH M  aBTOMaTH3MPOBAaHHEIC
CHCTEMB! yIpaBJIeHHs, Haxoasmuecs Ha Tepputopuu Poccuiickoii ®enepanuy,
B JIMIUIOMAaTHYECKUX IPEACTaBUTENLCTBAX M (MJIM) KOHCYJIbCKHX YUPEeKACHUIX
Poccuiickoit @enepanuy.

2. K cunaM, npepgHa3sHaueHHBIM Jis OOHApY)KEHHUs, IPEeNyNPeKICHUS U

JJUKBUOAUHN TOCJIeICTBUH KOMITBIOTCPHBIX aTaKk H peardpoBaHWA Ha



KOMIIBIOTEPHBIE HHIUACHTHI, OTHOCATCS:

1) mogpasgeneHuss © JODKHOCTHBIE JHIa (elepalbHOro oOpraHa
WCTIONHUTENIHOM BJAacTH, YIOJNHOMOYEHHOTO B oOnacTé oOecreveHus
(GYHKIHOHUPOBAHUSA roCyAapCTBEHHOM CHCTEMBI obHapyxeHus,
OpefyNpeXACHUs W JIHUKBUAALMM IHOCIEACTBHN KOMIIBIOTEPHBIX aTaKk Ha
uHdopMmanmoHHkIe pecypchl Poccuiickoit @eneparumy;

2) opranu3anus, cozgaBaeMas (QerepabHBIM OPraHOM HCIIOIHUTETbHOM
BJIaCTH, YNOJHOMOYEHHHIM B oOnactTu obecniedeHuss (QyHKIMOHUPOBaHUS
rOCyZapCTBEHHOH cHCTEeMbl OOHapyXeHHS, NMPENYIpPEeKACHUS U JIUKBUAAIMU
TIOCJIe/ICTBII KOMITPIOTEPHBIX aTak Ha MHGOpPMalMOHHBIE pecypchl Poccuiickoi
Depepauun, g obecniedeHHs KOOPAMHALMH HOEATEIBHOCTH CYOBEKTOB
KPUTUYECKOH HHGPOpMaLMOHHON HHPPACTPYKTYpHI 110 BOIIpocaM 0OHapyKeHH,
IpeaynpexAeHUs U JHMKBUAALMU IOCIHEJCTBUN KOMIIBIOTEPHBIX araKk H
peardpoBaHMsi Ha KOMIBIOTepHblE WHIUAEHTH (Hajlee — HallMOHAIBHBIN
KOOPIMHAI[MOHHBIH LIEHTP IO KOMITBIOTEPHBIM HHIUIEHTaM);

3) nogpasmeneHus W JAOJDKHOCTHBIE JIMIA CYOBEKTOB KPHUTHYECKOM
UHQOpMAIMOHHON WHQPACTPYKTYphl, KOTOphle MPHHMMAIOT y4YacTHE B
oOHapyXeHHNH, NMPEeIYNpPEeXICHNN U JIMKBAAALUN HTOCIEACTBHH KOMIIBIOTEPHBIX
aTaKk U B pearMpOBaHUY Ha KOMITBIOTEPHbIC HHITUICHTHI.

3. Cpexncreamy, IIpeiHa3Ha4YEeHHBIMH Ut obHapyxeHus,

NpeaynpexacHua W JIMKBRAaNUH MOCJIeACTBHIA KOMIIBIOTEPHBIX aTak H



pearupoBaHUs Ha KOMIIBIOTEPHBbIE MHIMEHTBI, SBJSIIOTCS TEXHHYECKHE,
IporpaMMHBbIe, ITPOrpaMMHO-aIlllapaTHeIe U MHbIE CPEeACTBa i1 OOHApyXeHHI
(B TOM uyucie [nnA TOHCKAa MNPU3HAKOB KOMITBIOTEPHBIX arak B CeETAX
SJIEKTPOCBS3U, HCIOIB3YEMBIX IJI OpraHH3alld B3aUMOJEHCTBUS OOBEKTOB
KpUTHYECKOH  HH(OPMALMOHHOW  HHQPACTPYKTYpHl), IpenyNnpexieHus,
JIMKBHUJAIMH [TOCIEACTBUM KOMIIBIOTEPHBIX aTak u (win) oOMeHa nHpopMaIuei,
HeoOxonuMol cyOBbeKTaM KpUTHYECKOH HMHGOPMAalMOHHOH HHQPacCTPYKTYpHI
npu oOHapyKeHWH, NpeAylpeXneHuH u (W) JUKBHUAALUH HOCIEeNCTBHI
KOMITBIOTEPHBIX aTakK, a Takke KpUNTorpapuuecKkue CpeicTBa 3allHUThHI TaKOi
HH(pOpMAaIUH.

4. HaupoHANbHBIA  KOOPAVHAIMOHHBIN HEHTP M0 KOMIBIOTEPHBIM
WHIOAACHTAM OCYHIECTBJISIET CBOIO JEATEIbHOCTh B  COOTBETCTBHH C
NOJIOXKEHHEM, YTBEpXKIaeMbIM (elepallbHBIM OPraHOM HCIOJIHHUTENBHOM
BJIaCTH, YMOJNHOMOYEHHBIM B oOmactu ofecredeHus (yHKIIMOHUPOBAHHS
TOCYIapCTBEHHOH CHCTeMBbl OOHapyXeHUs, NpeAyNpexIeHUS U JIMKBUIALNH
MOCJIEACTBUH KOMITBIOTEPHBIX aTak Ha WHGOpMAaIOHHBIE pecypchl Poccuiickoit
®denepanun.

5.B rocymapcTBeHHOH cuHcTeMe OOHapyXeHUs, IpeXynpexaeHus W
JIMKBHJAIMH [TOCIEACTBHI KOMIIBIOTEPHBIX aTak Ha HH()OPMAaIMOHHBIE PECypPChI

Poccuiickoit eneparun ocymecTBISIOTCS cOOp, HAKOIUIEHHE, CHCTeMAaTH3aIHs

¥ aHanu3 UHGOpMaIiy, KoTopas IOCTyIaeT B JaHHYIO CHCTEMY 4Yepe3 CpeliCTBa,



IpefHa3HAauYeHHble [ OOHApyXeHHS, MpeAyNpexXACHUA M JIUKBUIAIHH
IOCJECTBIM KOMIBIOTEPHBIX aTaKk, MH(QOpPMAaUUH, KOTOpas IIpelCTaBIAeTCS
cyObekTaMH  KpUTHYecKOM  HHQOpManmoHHOH  HMH(pacTIpyKTypel U
¢benepanrbHBIM OPraHOM HCIIONHUTEIBHOM BJIACTH, YIIOJTHOMOYEHHBIM B 00J1aCTH
obecniedenust 6€30MacCHOCTH KPUTHUECKO# MH(DOPMALMOHHON HHPPACTPYKTYPHI
Poccuiickoii ®Denepauuy, B COOTBETCTBUM C II€peyHeM HHOPOpMalud H B
HOpsiAKe, OmpefeisieMbIMU (pemepanbHBIM OpPraHOM HCIOJHHUTENBHON BIACTH,
YIOJIHOMOYEHHBIM B obnacti obecrniedyeHus ¢GYHKIMOHUPOBAHHUS
rOCyJJapCTBEHHOM CHUCTEMBI OOHapy)XeHHS, MPEAYNPESKACHUS M JUKBUIALUH
TIOCJIEACTBUI KOMITBIOTEPHBIX aTaKk Ha HHOOPMaMOHHbIe pecypchl Poccuiickoii
®epneparum, a Taxke HHPOPMALIUHU, KOTOpas MOXKET IMPEACTABIATECSA UHBIMHA HE
ABJLTIOIIIMHUCS CyOBeKTaMH KpUTHYECKOH MH(pOpMaMOHHON HH(PaCTPyKTYpHI
opraHaMd M  OpraHu3alusiIMH, B TOM YHCJI€ HHOCTPaHHBIMH H
MEXIyHapOAHBIMHU.

6. @enepalibHBI OpraH HCIOJHUTEIBHON BIIACTH, YIIOJIHOMOYEHHBIM B
obmactu obecnedeHrss (QYHKUMOHHUPOBaHMSA TI'OCYHApCTBEHHOH CHCTEMBI
oOHapyXeHUsI, NPeAyIpeKICHNUI U JIUKBUIAIWUH TOCIEICTBUNA KOMIIBIOTEPHBIX
aTak Ha uH(pOpMauMOHHBIE pecypchl Poccutiickoit ®Denepanuy, opraausyeTr B
YCTAaHOBJIEGHHOM UM 1Hopsake o0MmeH wuH(boOpMamued O KOMIIBIOTEPHBIX
HHOUJEHTaX  MEXOY  CyOBeKTaMH  KpUTHYECKOH  HHQOPMAIMOHHOMH
UHQPaCTPYKTYpHI, a  Takxke  MexJy = CcyObeKTaMH  KPHUTHYECKOMH

AHQOPMAIIMOHHOW  MHQPACTPYKTypsl ¥ YIIOJIHOMOYEHHBIMH  OpraHaMu



HMHOCTPAaHHBIX roCyapcTB, MeXIyHapOIHbIMH, MEXIYHapOIHBIMU
HEIIPaBUTEIbCTBEHHBIMH OPraHHU3allMsIMM ¥ HMHOCTPAHHBIMH OPraHH3aLHiAMH,
OCYHIECTBIISIOIIMMY AESITEIbHOCTh B 00IaCTH pearnpoBaHus Ha KOMIIBIOTEPHBIE
HHIUCHTHL
7. llpegocTaBiieHe U3 TOCYHApCTBEHHON CHCTEMBI OOHApyKEHHH,
NpeNyNpeXIeHUs U JMKBUAAIMHM IIOCIECICTBHA KOMIIBIOTEPHBIX arak Ha
UH(QOPMaIIOHHEIE pecypcel  Poccuiickoit ®Oenepanun CBEJICHUH,
COCTaBJLSIIOLUIMX TOCYJapCTBEHHYIO JHOO HHYIO OXpaHSEeMYKO 3aKOHOM TaiHy,
OCYILIECTBIISIETCSI B COOTBETCTBHUM C 3aKOHOJATelnbCTBOM Poccuiickoi
®enepanuu.
Crarpsa 6. Ilonnomouns Ilpesnaenta Poccniickoit Penepanun
H OPTraHOB rocyJapcrBeHHoil Baactu Poccuiickoi
®enepanun B 00jacTH obecneyeHns 6e30NacHOCTH
KpHTHYeCKOH HHPOpManHOHHOH NHPPACTPYKTYPHhI
1. Ilpesnnent Poccuiickoit ®enepanuy onpenenser:
1) ocHOBHBlE HampaBiAeHUsI TOCYJapCTBEHHOH ITONUTUKA B 00NacTH
obecnieyeHus: 6€30I1aCHOCTH KPUTHYECKOH HHPOPMAIIOHHON HHPPaCTPyKTYphI;
2) penepanpHBIii OpraH HCHOJHWUTENbHON BIACTH, YIIOJHOMOYEHHBIH B
obmactu  obecneueHuss 0e30mMacHOCTH  KpUTHYeCKod  MH(QOPManMOHHOM
uHdpacTpykTypbl Poccuiickoit @enepanumy;
3) ¢enepanpHBIi OpraH HCIIOJIHUTENBHOM BJIACTH, YIOJHOMOYCHHBIA B

obmactm obecrmedeHuss (QYHKIMOHHPOBAaHMS TOCY[AapCTBEHHOH CHCTEMBI

06Hapy>1<eHH5{, opeaynpexIacHusa 1 JIMKBAauun MOCJIEACTBUHU KOMITIBIOTCPHBIX
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aTak Ha nH(poOpMaoHHbIe pecypchl Poccuiickoii Penepanny;

4) mopsOK  CcO3aHMd M 33Jadyd  TOCYAapCTBEHHOHM  CHCTEMBI
oOHapyxeHus, NpeaylpexXIeHNs U JIUKBUAAINK TOCIEeCTBUN KOMIIBIOTEPHBIX
aTak Ha MHQOpPManHOHHEIE pecypcsl Poccuiickoil Oeneparui.

2. IlpaButensctBO Poccuiickoil @enepanyy ycTaHaBIUBAcT:

1) noka3arenn  KpUTEpHEB  3HAYUMOCTH OOBEKTOB  KPUTHUECKOU
UHPOPMALMOHHON MHGPACTPYKTYPHI ¥ UX 3HAYEHUS, a TAaKXKe ITOPANO0K U CPOKH
OCYIIECTBIEHHUS UX KATErOpUPOBaHNS;

2) mOpAAOK OCYWIECTBICHUS TOCYJapCTBEHHOTO KOHTpOJS B 00yacTH
obecrnieueHus 6e3omacHOCTH 3HaYUMBIX 00BEKTOB KpUTHYECKOH
HHPOPMALIMOHHON UHPPACTPYKTYPHI;

3) mOpsiIOK MOATOTOBKM M HCIHONB30BaHUS PpECYypCOB €IUHOH CeTH
anekTpocBsisu Poccuiickoit @eneparyu [yt obecrieueHus: QyHKIIMOHUPOBAHUS
3HaYMMBIX 00HEKTOB KpUTHIECKOM HHOOPMAIMOHHO! HHPaCTPYKTYpHI.

3. ®enepanbHbIl OpraH HCIOIHHUTEIBHOM BIACTH, YIOJHOMOYEHHBIH B
obimact  obecriedeHHs O0e30MacCHOCTH  KPUTHYECKOH  HHGPOPMAIMOHHOM
uHOpacTpykTypsl Poccuiickoit @enepanuu:

1) BHOCHUT mpeioxeHUs O COBEpILIEHCTBOBAaHUHA HOPMAaTHBHO-IIPaBOBOTO
perynupoBaHus B oOmactu obecredeHus Oe301acHOCTH  KPUTUYECKOH
uHpopmannoHHoit uHppacTpykTypsl Ilpesunenty Poccuiickoit @enepanyu u

() B IIpaBurensctBo Poccuiickoit enepanny;
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2) yTBEepXXIaeT MOPAJOK BENeHHS peecTpa 3HA4YUMBIX OOBEKTOB
KpuTHUYeCcKOH HH(MOpMaMOHHON HHQPACTPYKTYPHI U BelleT JaHHbIH peecTp;

3) yrBepknaeTr (¢opMy HampaBleHHS CBEIEHHMH O  pesynbrarax
IPUCBOEHUSA 00BEKTY KpUTHIECKOH HHPOPMAMOHHOM HHPPACTPYKTYPhl OZHOMH
U3 KaTeropuii 3HaYUMOCTH 00 00 OTCYTCTBHU HEOOXOOUMOCTH IPHUCBOEHUSI
€My OJHOU W3 TaKUX KaTeropui;

4) ycranaBnuBaeT TpeboBaHMs 1o obecnedeHH:o  0€30IaCHOCTH
3HAYUMEBIX OOBEKTOB KPUTHYECKOH HHGQOPMAIMOHHON HHGPACTPYKTYpHI
(TpeboBanus 10 obecrieueHuio  0e30MacHOCTH PHGOPMAIIOHHO-
TeJIEKOMMYHHKAI[HOHHBIX CeTeH, KOTOphIM MPHUCBOCHA OJHA M3 KaTeropui
3HAQYAMOCTH U KOTOpPbIE BKJIIOUEHBI B peecTp 3HAYUMBIX 00BEKTOB KPUTHIECKOMH
AHQOPMAIIHOHHON MHPPACTPYKTYphl, YCTaHABIMBAIOTCS IO COITIACOBAaHHUIO C
denepasbHBIM OPraHOM HCIIOJMHUTENBHON BIaCTH, OCYIIECTRISIOMMM QYHKIMH
o BeIpabOTKe M peanu3alydy TOCYAAPCTBEHHOW IONUTHUKA M HOPMAaTHBHO-
NPaBOBOMY pEryJHpOBaHHIO B 0OJacTH CBS3H), a Taioke TpeGOBaHUA K
CO3[aHMIO CHCTeM ©0e30IacHOCTH TakuxX OOBEeKTOB M OOECHEeUeHHI0 Hx
¢bynkuuonupoBanus (B GaHKOBCKOM cdepe M B MHBIX cepax (HHAHCOBOrO
pBIHKa YCTaHaBIHMBAaeT YyKa3aHHble TpeOOBaHMS II0 COIVIACOBaHHIO C
IentpansasiM 6ankoM Poccuiickoii denepaiym);

5) ocymiecTBIsSIET rOCyHAapCTBEHHBIN KOHTPOJIb B 00jacTH obecriedyeHHs

0€30macHOCTH  3HAa4YMMBIX  OOBEKTOB  KPHUTHYECKOH  HMHQOpPManUOHHOM
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MHQPACTPYKTYpPHI, a TaKXKe YTBEpXKAaeT GOpMy aKTa MPOBEPKHU, COCTABIIEMOr0
10 HTOTaM MPOBEJIEHUS YKa3aHHOTO KOHTPOJIS.

4. @enepanbHblil OpraH HCHOJHUTEIBHOM BIAcTH, YIMOJHOMOYEHHBIH B
obnmactu obecriedeHuss (GYHKIMOHHUPOBAHUSA TIOCYJapCTBEHHOH CHCTEMBI
obHapyXeHHs, IPeayIpexAeHUs U JTUKBUAALUHN HOCIEICTBHNM KOMIIBIOTEPHBIX
aTak Ha HH(popMaloHHbIe pecypchl Poccuiickoii @enepanyu:

1) BHOCHT HpeIoXKeHNs O COBEPIIEHCTBOBAHUH HOPMATHBHO-IIPABOBOT'O
perynupoBanus B o0macté olecriedeHus 0Oe30MacHOCTH  KPHUTHYECKOM
uHpopManroHHoi HHPpacTpykTypsl [Ipesumenty Poccmiickoit ®enmepanuu u
(umn) B IIpaButensctBo Poccuiickoit @enepanum;

2) co3faeT HaAMOHAIBHBIN KOOPAWHAIMOHHBIH LIEHTP 10 KOMIBIOTEPHBIM
VHIUAECHTaM U yTBEPXKIaeT MON0XEeHHe O HeM;

3) xoopauHHpyeT JesITeTbHOCTD CyOBeKToB KPUTHYECKOH
uHpopManMoOHHOH  MHQPACTPYKTypel IO  BompocaM  OOHapyXeHHd,
OpefynpeXaAeHuss U JUKBUAAUUH IIOCHEJCTBUA KOMIIBIOTCPHBIX aTaKk M
pearupoBaHus Ha KOMITBIOTepHBIE UHIH/ICHTEI,

4) opranuzyeT ¥ IPOBOAUT OLEHKY O0€30MacHOCTH KPUTHYECKOM
UH(POPMALMOHHOM HHPPACTPYKTYPHI;

5) ompenenser  mepedeHb ~ MHGOpManWM, — NPEACTaBiIsAeMOil B
rOCyapCTBEHHYIO CHCTeMYy OOHapyXeHUs, NpeAyNpexacHUs M JUKBUHALUH

HOCIIeACTBUI KOMITBIOTEPHBIX aTak Ha UH(opMalroHHble pecypcsl Poccuiickoit
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®enepanuy, ¥ HOPSIOK €€ IpeICTaBICHUS;

6) yIBepXKHaeT MOpANOK UHGOPMHpOBaHHA (pelepalbHOr0 OpraHa
HCIIONTHUTENbHOM  BIAcTH, YIOJNHOMOYEHHOT0 B obyiacTH obecreveHus
(yHKIHOHMPOBAHUS rocy1apCTBEHHOM CHCTEMBI o6HapyXeHus,
NpenynpexAeHUs W JUKBUOALMU IOCHEACTBUH KOMITHIOTEPHBIX aTaKk Ha
nHpopManvoHHbIE pecypchl Poccuiickoit ®depepanuu, 0 KOMIBIOTEPHBIX
VMHUWICHTaX, pearupoBaHUsA HA HHUX, NPHHATHA Mep MO0 JIMKBUIAIUA
IIOCJIECTBUI KOMITBIOTEPHBIX aTaK, NPOBEJEHHHIX B OTHOIIEHHH 3HAYHUMBIX
00BEKTOB KpUTHYECKOH HHGOpManuOHHON MHPpacTpykTypsl (B GaHKOBCKOM
cepe u B HHBIX cdepax (HUHAHCOBOTO PHIHKA YTBEP)KAAET YKa3aHHBIN MOPAIOK
1o cornacoBanuto ¢ LlentpanbusiM 6ankoM Poccuiickoit @eneparyn);

7) yrBepxIaeT mnopsaxok oOMeHa wuHQopManuedi O KOMIBIOTEPHBIX
HHLOUAEHTaX  MEXIy  CyObeKTaMM  KpUTHYeCKOH  HH(OpMalMOHHOM
UHQPACTPYKTYphl, MEXAYy CyOBeKTaMH KPHTHYECKON HH(POPMAIHMOHHOM
MHQPACTPYKTYphI U YITOJIHOMOYEHHBIMUA OpraHaMd HMHOCTPAaHHBIX TOCYJapCTB,
MEXIyHapOIHBIMH, MEXIyHapOJHBIMU HeNnpaBUTEIbCTBEHHBIMH
OpraHM3aliisIMM ¥ HHOCTPAaHHBIMH OpPTaHU3aIMSIMH, OCYIIECTBIIOIIMMHU
IeATeNbHOCTh B OOJIACTH peardpoBaHHS Ha KOMIBIOTEPHBIE HHIIUIEHTHI, a
Taloke TOPAAOK IIONy4YeHHs CyObeKTaMH KpUTHUecKoH HH(POPMAIOHHOM!
MHOPacTpyKTypbl HHGOpMalMd O CpeAcTBax M cHocobax NpoBeJeHUs

KOMITBIOTEPHBIX aTaK B O ME€TOAaX UX NPpCAYIIPEIKACHUS K 06Hapy)KeHI/I5I;
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8) opraHu3yer YCTaHOBKY Ha 3HAaUUMBIX OOBEKTaX KPHUTHYECKOMH
MH(QOPMAIMOHHOW HHOPACTPYKTYpPhl H B CETAX DIIEKTPOCBSI3H, HCIIOJIB3YEeMbIX
I OpraHu3alMy B3aUMOAEHCTBHS OOBEKTOB KPHUTHYECKOH MH(OpMalMOHHOH
HHQPaCTPYKTYphl,  CpPENCTB, IpedHa3HauYeHHBIX A  OOHapy>XeHus,
OpeIynpeXIeHAss | JIMKBAJAIMH IIOCIEACTBUN KOMIIBIOTEPHBIX aTaKk H
pearupoBaHus Ha KOMIIBIOTEpHbIE MHIUEHTHI;

9) yctanaBnuBaeT TpeOOBaHHA K CpEACTBaM, IpeAHa3HAYSHHBIM I
oOHapyXeHHs, NPenyNpPeKIeHU U JUKBHIALHUH MOCIEICTBHIA KOMIIBIOTEPHBIX
aTak U pearupoBaHUs Ha KOMIBIOTEPHbIE HHIUACHTHI,

10) yrBepxaeT TIOpSHOK, TEXHHUYECKHE YCIOBUSA YCTAHOBKU H
JKCIUTyaTaluy CPEACTB, IIpeIHa3Ha4YeHHBIX st o0HapyXeHus,
NpeIyNpeXIACHU U JIUKBHAAAIUHM MOCIEACTBHII KOMIBIOTEPHBIX aTak H
pearupoBaHHsT Ha KOMIIBIOTEDHBbIE HWHIHUICHTHI, 3a HKCKIIIOUYEHUEM CPEICTB,
OpeHa3sHA4YCHHbIX JJIs IOMCKAa IIPU3HAaKOB KOMIIBIOTEPHBIX aTaK B CeTAX
AIIEKTPOCBA3H, HCIOJNB3YEMBIX [JIsi OpraHM3alUMd B3aNMOJAEHCTBUA OOBEKTOB
KpUTH9IEeCKOH MHPOpMALMOHHONH HHOPacTpyKTYpsl (B OaHKOBCKOH cdepe U B
UHBIX cdepax (UHAHCOBOrO pHIHKA YTBEPXKIAeT YKa3aHHbIE MOPINOK H
TEXHUYECKHE YCJIOBHUSA MO coryiacoBaHuio ¢ LlenTpansHbiM 6ankoM Poccuiickoit
®denepanun).

5. @enepanbHbll OpraH HWCIOJHUTENBHONM BIIACTH, OCYHIECTBISIOLIUN

¢yHKIME 10 BEIpabOTKE U pealn3ali¥l TroCyJapCTBEHHOH IOJIHUTHKHA U
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HOPMAaTHUBHO-IIPABOBOMY PETYIHPOBAaHUIO B OOJIaCTH CBS3H, YTBEpXKIaeT IO
COrTIaCOBaHUIO C  (efepadbHBIM OPraHOM  HCIIOJHHUTEIBHON  BIACTH,
YIIOJIHOMOYEHHBIM B obmactu  obecredeHus (GYHKIIMOHUPOBaHHUSA
rOCyZapCTBEHHOH CHCTEMbl OOHapyXXeHHd, NPEeAyNpeKIeHUS U JIMKBHAALUH
TIOCJIEICTBHI KOMITBPIOTEPHBIX aTak Ha HH(OpPMalHOHHbIe pecypchl Poccuiickoil
Qenepanyy, MOPSNOK, TEXHHUYECKHE YCIOBHUS YCTAaHOBKH M DJKCIUIyaTallHH
CPEICTB, NpeJHa3HAYEHHBIX IS IIOMCKA IPU3HAKOB KOMIIBIOTEPHBIX aTak B
CeTSAX OJJEKTPOCBS3M, HCHONb3yeMBIX [l OpraHM3alMH B3aUMOZECHCTBHA
00BbEKTOB KpUTHYECKOH HHPOpMaMOHHOM HHPACTPYKTYPHI.

Crarpsa 7. KaTeropupoBanue 00beKTOB KPATHYECKO#
nudopmMannoHHOi HHPPACTPYKTYPHI

1. KaTeropupoBanue o0bexkTa  KpPUTHYECKOH HH)OPMAIMOHHOM
UHOPACTPYKTYPHI TIpeAcTaBisieT coboi yCTaHOBICHHE COOTBETCTBUSA OOBEKTa
KpUTHYECKOH HMHQPOPMANMOHHOM MH(PACTPYKTYphl KPUTEPHSM 3HAYHMOCTH H
IOKa3aTesIM UX 3Ha4eHUH, MPUCBOCHUE €My OQHOM U3 KaTeropuil 3Ha4uMOCTH,
MIPOBEPKY CBEICHUH O pe3yiibTaTax €€ IPUCBOCHHUS.

2. KareropupoBaHue OCyIIECTBIISIETCS UCXOA U3:

1) conranpHON 3HAYMMOCTH, BBIPOKAIOILIEHCS B OIIEHKE BO3MOXXHOIO
yiepba, NPUYHMHAEMOIO0 JKHW3HM WJIH 3A0POBBIO JIFOJed, BO3MOXHOCTH
TpeKpalleHnus WIH HapylmleHHs (YHKIHOHHPOBAHUA OOBEKTOB oOecredeHUs
KH3HEAEATEILHOCTH HaCceJIeHH, TPAaHCIOPTHOH HH(PaCTPYKTYPEhI, CeTel CBA3H,

4 TaKxe MaKCHUMaJIbHOM BpPEMEHH OTCYTCTBHS ZJOCTyIIa K FOCYlIapCTBCHHOﬁ
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yciyre IUid Hody4aTeseil Takoi yCiIyru;

2) nonMUTHYeCKOH 3HAYUMOCTH, BBIPAXKAIOMIEHCS] B OIEHKE BO3MOXKHOI'O
npuunHeHus ymiepba wuHTepecam Poccuiickoit ®Denepanum B Bompocax
BHYTPEHHEi U BHENIHEH ITOJIUTHKY;

3) S5KOHOMUYECKOH 3HAYMMOCTH, BBIPAXAIOIIEHCS B OIEHKE BO3MOXHOI'O
IpUYMHEHUs MpSIMOTO M KOCBEHHOro ymiepda cyObekraM KpHUTHYECKOit
uHpOpMaIMOHHON uHOQpacTpykTypsl U (wiu) Oromketam Poccuiickoit
®denepanuy;

4) BKOJIOTUYECKOH 3HAYMMOCTH, BBIpAXAIOMIEHCS B OIEHKE YpPOBHA
BO3EHCTBHS Ha OKPYKAIOIIYIO CPENy;

5) 3HAYUMOCTH o0bekTa KpUTHUIECKOH nHGOPMaIIMOHHOH
UHQpacTpyKTypsl i obecrieueHusi OOOpPOHBI CTpaHbl, 0€30macHOCTH
rOCyAapCTBa U IPaBOIOpPsAKa.

3. YcraHaBnuBarOTCs TPH KaTeroOpud 3HAYMMOCTHA 00BEKTOB KPUTUIECKON
HHPOPMALMOHHON HHPPACTPYKTYpPHI — IlepBasi, BTOpas U TPEThA.

4. CybpexTsl KputHueckodt uHQOpManMoHHON HHQPACTPYKTypsl B
COOTBETCTBHM C KPUTEPHSMH 3HAYMMOCTH M IOKa3aTeJIIMH UX 3HAYeHH, a
TaKKe IMOPSIKOM OCYIIECTBIIEHHS KaTerOpUPOBaHMS MPHCBAUBAIOT ONHY U3
KaTeropuil 3HaUUMOCTH MIPHHAJIEXAIIMM UM Ha IipaBe COOCTBEHHOCTH, apeHIbl
WA MHOM 3aKOHHOM OCHOBaHMH 00BEKTaM KpUTHYEeCKOH HH(OpManHoHHOM
UHQPaCTPYKTYPHI. Eciu  oOBexT  KpUTHYEeCKOH  HMH(OpPMAMOHHOM

MHQPaCTPYKTypsl HE COOTBETCTBYET KpPUTEPHAM 3HAYUMOCTH, IOKa3aTessiM
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OTHX KPDHTEPHCB H HX 3HAYCHHUAM, €My HE IIPHCBAHBaCTCiI HH OJHA M3 TaKHX

KaTeropui.

5.CBeneHuss o0 pe3ynbrarax HOPUCBOCHUSA OOBEKTY KPHUTHIECKON
MHQOPMaMOHHOM MH(PACTPYKTYPHI OJJHOM M3 KaTeropHii 3HAYUMOCTH 160 06
OTCYTCTBHH HEOOXOAMMOCTH NpPUCBOEHHS €My OAHOH M3 TaKuX Kareropuu
CyOBEKTBl KPUTHYECKOH WMHGOpManUMOHHONH HH(MPACTPYyKTYpPHl B HHCHMEHHOM
BUle B JECATHIHEBHBII CPOK CO [HS NPUHATUS MMH COOTBETCTBYIOLIETO
pelieHuss HamnpaBisIOT B (enepaipHbIi OpraH HCIOJHHUTEIBHON BIacTy,
yIOOTHOMOYEHHHIH B obmactu obecnedeHuss O€30IIaCHOCTH KPHUTHYECKOH
uHQOpManMOHHON  MHOpacTpyKTypsl  Poccuiickoii  ®@enepauuu, IO
yTBepXKIeHHOH UM (opme.

6. @enepaibHBIi OpraH HCIIOJHUTEIBHOM BIACTH, YIIOJTHOMOYEHHBIN B
obmact obecnedeHus 6e30macHOCTH  KPUTHYECKOH  MHGOpManMOHHOMH
uHppacTpykTypsl Poccuiickoii ®enepanuy, B TPUALATUAHEBHBIN CPOK CO OHA
HOJyYeHHsl CBENEHMH, yKa3aHHBIX B YacTH 5 HacTOSIIEH CTaTbH, MpOBepseT
cobmoieHNe TOpANKA OCYIIECTBIIEHHS KaTerOpUpOBaHMs M MPaBHIBHOCTD
MIPHACBOEHHS 00BEKTY KPUTHIECKOH HHPOPMaLMOHHONA HHPPACTPYKTYpHI OJHOM
U3 KaTeropuil 3HAYUMOCTH JHOO HENpPUCBOEHHMS €My HH OJHOH M3 TaKuX
KaTeropuu.

7.B cnydae, ecnum cyObeKTOM KpHTHYECKOH HH(OpManuoOHHOU

HHQPacTPyKTYphl COONIONEH NOPSIIOK OCYLIECTBICHHS KaTerOpHpPOBaHHS H
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HNpUHAJIeKaIleMy eMy Ha IpaBe COOCTBEHHOCTH, apeHIbl MM HHOM 3aKOHHOM
OCHOBaHHH OOBEKTy KpPUTHYECKOM HHPOpMAnUOHHOH HH(GPaCTPYKTYpHI
TPaBWJILHO MPUCBOEHA OIHA W3 KAaTErOpHi 3HA4YUMOCTH, (elepalbHBIN OpraH
WCIIONIHUTEIPHON!  BNAacTH, YIOJHOMOYEHHbIH B o0nacTm obecneyeHus
0e30MacHOCTH KPUTHYECKOH HH(POpManMOoHHON HH(pacTpyKkTyphl Poccuiickoit
Qenepaniiyi, BHOCHUT CBEHEHHSI O TakoM OOBEKTe  KPHTHUYECKOM
UHQOpMalMOHHON  HHQPacTpyKTypsl B peecTp 3HAaUUMBIX OOBEKTOB
KpUTHYIECKOH HHGPOPMAIMOHHOM MH(PACTPYKTYpPhl, O YeM B JeCATHIHEBHBIH
CpOK yBEeAOMIIIETCS CyOBeKT KpUTHYECKOH uH(pOpMaIOHHON
HHQPPaCTPYKTYpHI.

8. B ciyuae, ecnud (enepaibHBIM OpPraHOM HCIIONHUTENHHOM BIACTH,
YIIOJTHOMOYEHHBIM B oOjacti oOecredyeHuss 0€30MaCHOCTH KPUTHUYECKOH
uHbopManmoHHOW wHGpacTpyKTypsl Poccuiickoit ®enepanuy, BBISBIEHEI
HapyUIeHus TMOpsAAKa OCYHISCTBICHHS KaTeropupoBaHuS M (W) OOBEKTy
KpUTHYECKOH HH(POPMAIHOHHON HHPPaCTPyKTYphl, IPHHAIeXKANIeMy Ha IpaBe
COOCTBEHHOCTH, apeHAbl WIH MHOM 3aKOHHOM OCHOBaHHMH CYOBEKTY
KpUTHYECKOH WH(OPMANMOHHOH HH(PACTPYKTYpHI, HEIPaBHUIBHO IPHCBOEHA
OJIHA M3 KaTeropuid 3HaUMMOCTH M (WJIH) He0OOCHOBAaHHO HE IIPUCBOEHA HU OJHA
U3 TaKMX KaTeropuili u (wnm) cyObheKTOM KpuUTHUecKoM HH(opManuoHHOH
UHOPaCTPYKTYpHl MPEACTaBICHB! HEIOHbBIE U (WIH) HEOCTOBEpHbIE CBEJCHUI

0 pe3yJbTaTax IPUCBOCHHS TaKOoMy OOBEKTy KpUTHYeCKOH HH(pOpManuoHHOU
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UHQpacTPYKTYpEl OAHON U3 KaTeropwit 3HAYMMOCTH JHO0 00 OTCYTCTBHH
HeoOXOAMMOCTH IPUCBOCHUS €My OIHOW M3 TaKuX KaTeropud, QenepaibHbIi
OpraH HCIOJHUTENHHON BJIACTH, YIIONHOMOYEHHBIH B 00nacTé obecredeHus
0e30macHOCTH KPUTHUYECKOH MH(pOpMaMoHHON HHOPpacTpyKTypsl Poccuiickoit
@enepauuy, B OECATUAHEBHBIA CPOK CO IHS IOCTYIUICHHS IIpEICTaBICHHBIX
CBEICHMI BO3BpaliaeT HMX B MHCEMEHHOM BHAE CYOBEKTY KPHTHUECKOil
HHOOPMALIMOHHON WHQPaCTPYKTypsl € MOTHBHPOBAaHHBIM 00OCHOBaHHEM
IpUYUH BO3Bparta.

9. CyObeKkT KpUTHYECKOH HHGOPMAIMOHHOK HHQPPACTPYKTYypBl IOCIE
IOJY4YeHHS MOTHUBHPOBAHHOTO O0OOCHOBaHHWS TIPHYMH BO3BpaTa CBEHCHUH,
yKa3aHHBIX B YacTH 5 HacToslIel ctaTh, He 6ojee yeM B JECATHUIHEBHBIH CPOK
yCTpaHseT OTMEUEHHBIE HeIOCTaTKU M IIOBTOPHO HAIlpaBIIsIeT TaKHe CBEICHUS B
benepanbHbIl OpraH HCIIONHUTENBHOH BIAcTH, YIMOJHOMOYEHHBI B obnactu
obecrieueHns 0€30MaCHOCTU KPUTHYECKOH HHPOPMALMOHHON HHPACTPYKTYpPhI
Poccuiickoit ®enepanum.

10. Ceenenuss 00 OTCYTCTBUH HEOOXOZUMOCTH IIPHCBOCHUS OOBEKTY
KPUTHYECKON HH(OPMAIIMOHHON HWHQPACTPYKTyphl OIHOH M3 KaTeropuit
3HAYUMOCTH TIOCNIe KX IIPOBEPKH HANpaBISIOTCS (QelepalbHbBIM OpraHoM
WCIIOJIHATENIFHOW  BJIACTH, YIOJHOMOYEHHBHIM B obOnactu obecrnedyeHus
0€301aCHOCTH KpUTHYECKOH HH(pOpManuoHHOH HHQpacTpyKTyphl Poccuiickoit

@egnepanyn, B rocylapCTBEHHYIO CHCTEMY OOHapy)KEHHUS, MPEAYIPExKACHUI U
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JMUKBUAALUH ITOCIEACTBUAN KOMITBPIOTEPHBIX aTak Ha HH(OpMalMOHHbIE PecypCHl
Poccuiickoit ®enepanuu, 0 4eM B AeCATHIHEBHBIM CPOK YBEAOMIISETCS CyOBEKT
KpHTHYeCKOH MH(OPMAIMOHHON HHGPACTPYKTYPHL.

11.B ciay4ae HellpeJCTaBIeHUS cyObeKTOM KpUTHYECKOH
HHPOPMALMOHHON HHQPACTPYKTYpsl CBEINEHHWH, YKa3aHHBIX B 4YacTH S
HacTosIe  cTaTeM, (elepanpHBIA OpraH  HCIOJIHUTENBHOM  BIACTH,
YIIOMHOMOYEHHBI# B o00jacTu ofecrnedeHuss ©O€30MacCHOCTH KPHUTHYECKOH
nH(popManuoHHOH MHQpacTpykTyphl Poccmiickoit denepaiyy, HampapiseT B
ampec YyKasaHHOTO CyObekra TpeOoBaHMe O HEOOXOZUMOCTH COOMIOAEHHUS
MOJIOXKECHUH HacTOSIIEeH CTaThH.

12. Kateropust 3Ha4UMOCTH, K KOTOpOH OTHECEH 3HAa4MMBIA OOBEKT
KpUTH4ECKOH MHGDOPMAnMOHHONU HHQPACTPYKTYpHl, MOXET ObITh U3MEHEHa B
HOpsIJIKe, TPEyCMOTPEHHOM JIJIsi KaTeTOpUPOBAaHMUs, B CIIEAYIONMUX CIydasx:

)0  MOTMBUPOBaHHOMY  peIIeHMIO  (elepaJbHOTO  OpraHa
WCTIOJTHUTENIFHON  BJIACTH, YIOJHOMOYEHHOro B obsacTh obecrnedeHHs
0e30MacHOCTH KpUTHYECKO#H MHGPOpMAaIMOHHON HHOpacTpykTyphl Poccuiickoit
Qepnepanyu, OPUHATOMY IO pe3ysbTaTaM NPOBEPKH, IPOBEICHHOM B paMKax
OCYIIECTBJICHHS TOCYJapCTBEHHOro KOHTpoJs B oOiactu obecrnedeHus
0e30macHOCTH  3HAYUMBIX  OOBEKTOB  KpUTWYECKOM  HMH(GOpPMAaIMOHHOMN

UHQPaCTPYKTYypHI;

2)B cioy4ae  HM3MEHEHHMS  3HaYMMOro  00BEKTa  KPHUTHYECKOU
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HHGOpPMaIIOHHOW HH(PACTPYKTYpHl, B pe3yybTaTeé KOTOPOro Takoii OOBeKT
IepecTajl COOTBETCTBOBATh KPUTEpUSAM 3HAa4YMMOCTH H IIOKazaTelsaM HX
3HAYCHUH, HA OCHOBAaHHMU KOTOPBIX eMy ObUia IIpHCBOCHA ONpenesieHHas
KaTeropus 3Ha4UMOCTH;

3)B cBi3M C JHKBHAAIlHMeH, peopraHusanueil cyOpeKTa KpHTHUECKOMH
uHQOpMalMOHHON  MHQpacTpykTypel ©  (WiIH)  HW3MEHEHHEM  €ro
OpraHU3alOHHO-TIPaBOBOM (OpMBI, B pe3yibTaTe KOTOPHIX ObUTH M3MEHEHEI
nubo yTpadeHbl INpH3HAKM Cy0beKTa KpHUTHYECKOH HMH(MOpPMAIMOHHON

UHPPACTPYKTYPHL.

Crarps §. PeecTp 3HAaYMMBIX 00b€KTOB KPHTHYECKOM
HHpopManHOHHOI HHPPACTPYKTYPbI

1. B mensx ydera 3HaYHUMBIX OOBEKTOB KPUTHYECKOH HMH(OpMAIMOHHOMH
UHQpacTpyKTypbl  ¢enepanbHbli  OpraH  HCIOJHUTENBHOH  BIIACTH,
YIIOJIHOMOYEHHBIH B oOnactu obecreyeHnss O€30MacCHOCTH KPUTHYECKOM
nHpopManuoHHON HHPpacTpykTypsl Poccuiickoit Depeparyim, BemeT peectp
3HaYUMbBIX OOBEKTOB KpHUTHUEeCKOH HHGOPMAIOHHON HHQPacTpyKTypHl B
YCTAaHOBJIEHHOM MM TiOpsiake. B fdaHHBIM peecTp BHOCATCS CIEXYyOIIUe
CBEJICHU:

1) HaMeHOBaHHUEe 3HAYMMOTO OOBEKTa KPUTHYECKOH HHQPOPMAIOHHOM

HHQPACTPYKTYPHI;

2) HauMeHOBaHUe cy0BexTa KpHUTHYECKOH UH(POPMAIIMOHHOM

IHPPaCTPYKTYPHI;
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3) cBemeHHMss O B3aUMOAEHCTBMHM 3HAYMMOro OOBEKTa KPHUTHUECKOH
MH(OPMAIMOHHOM HHPPACTPYKTYPHl U CETeH 3IIEKTPOCBI3H;

4) cBefieHHs O JIMLE, SKCIUTyaTHPYIOIIeM 3HAaYUMBbIH 00BEKT KpUTHIECKOMH
HHPOPMAITMOHHOM UHPPACTPYKTYPHI;

5) kareropuss 3HAYMMOCTH, KOTOpas NPUCBOEHA 3HAYMMOMY OOBEKTY
KpUTHYECKOH HH(OPMAIMOHHON HHQPACTPYKTYPHI;

6) cBeleHMsA O IIPOrpPaMMHBIX M NPOTPaMMHO-allIapaTHBIX CpPEACTBax,
UCIONB3YEMBIX Ha 3HAYUMOM OOBEKTe KpHUTHYECKOH WHGOpMALMOHHOH
HHPPaCTPYKTYpHI;

7) Mepbl, TpuMeHseMble i obecriedeHHss 06€30MaCHOCTH 3HAYAMOTO
00beKTa KpUTHIecKoi HHPOpMaIMOHHOH NHPPaCTPYKTYPHI.

2.CBenenuss W3  peecTpa 3HAaYAMBIX OOBEKTOB  KPUTHYECKOI
uHQOpMalMOHHOH WH(OPACTPYKTYphl HampaBlsIOTCI B TOCYIAapCTBEHHYIO
cucteMy OOHapyXeHHUs, MpeoyNpexIeHus M JHUKBUAALMU IOCIeACTBUM
KOMIIBIOTEPHBIX aTak Ha HH(opMaloHHbIe pecypcsl Poccuiickoit Penepauun.

3.B cnydae  yTpaThl = 3HaYMMBIM = OOBEKTOM  KPHUTHYECKOM
HHGOpMaMOHHOW MHQPACTPYKTYpHl KaTerOpUU 3HAYMMOCTH OH HCKIIOYaeTcs
(enepaybHBIM OPraHOM HCIIOJMHUTENBHON BIIACTH, YIIOJTHOMOYEHHEBIM B 06J1acTi
obecreuenns 0€30MaCHOCTH KpUTHIECKOH HHQOPMALIMOHHON HH(PACTPYKTYpPhI
Poccuiickoit @enepanuu, W3 peecTpa 3HAYUMBIX OOBEKTOB KPHUTHUECKOH

HH(POPMAIHOHHOM HHPaCTPYKTYpHL.
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Crarps 9. IlpaBa u 00513aHHOCTH CyOBHEKTOB KPHTHYECKOM
HHpOpMALHOHHOH HHPpPACTPYKTYPHI

1. CybpexTsl KpuTHYecKkoi MH(POpMAMOHHON HHQPACTPYKTYPHl UMEIOT
HpaBo:

1) monydatp OT (enepaabHOr0 OpraHa HCIIOJHUTENBHON BIIAcTH,
VIIOJIHOMOYEHHOr0 B obOnactu ofecredeHus O€30MIaCHOCTH KPUTHYECKOi
nHpOpMaMOHHON MH(pacTpyKTyphl Poccuiickoit ®@enepanyu, uHpoOpMaIuio,
HeoOxomuMmyto it obOecriedeHus ©Oe30MacHOCTH 3HAYMMBIX  OOBEKTOB
KpUTHUYeCKOH HHGOPMAlMOHHOW WHQpACTPyKTYpHl, NpHHAIUIEKANIMX UM Ha
npaBe COOCTBEHHOCTH, apeHIbl MM MHOM 3aKOHHOM OCHOBAaHHH, B TOM YHCIE
006 yrpo3sax 6e3onacHocT 06pabaTeiBaeMoii TaKUMH 00beKTaMHi HHPOPMAIK U
YA3BHMOCTH IHporpaMMHOro obecredeHus, oOOpyJOBaHHMA U TEXHOJIOTH,
UCTIONIb3YEMBIX Ha TaKMX 00BEeKTax;

2) B nopsiiKe, YCTAaHOBJICHHOM (eiepalIbHBIM OPraHOM HCIIOJHUTENbHON
BJIaCTH, YIIOJIHOMOYEHHHEIM B o0nactd oOecriedeHus (QyHKIMOHUPOBAHUS
TOCYapCTBEHHOM CHUCTeMbl OOHapyXeHHs, NPeAyHpexIeHUs U JTUKBUIALUH
MOCJIEACTBII KOMIIBIOTEPHBIX aTak Ha HHQOpMaIluoHHbIe pecypcsl Poccuiickoit
Mepnepauyy, MoNydaTh OT YKa3aHHOTO opraHa HH(OpMAaIMio O cpeicTBaxX H
crocob6ax TpoBeJieHUs KOMIIBIOTEPHBIX aTaKk, a TakXke O MeToJax HX
NpenynpexIeHus U 0OHapyKeHNUs;

3)upu Hamuyuyd comiacus (¢eneparbHOr0 OpraHa HCIOJHHUTENBHOM

BJIaCTH, YIIOJIHOMOYCHHBIM B obmactu oOecrieueHus (I)}’HKIII/IOHI’IPOBEIHI/ISI
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rOCYIapCTBEHHON CHUCTeMBI OOHapyXeHWs, NMpenyNpeXKAeHUs U JIMKBHAALUU
MOCTIeICTBUI KOMITBIOTEPHBIX aTaKk Ha MH(OpMaIuoHHbIe pecypchl Poccuiickoit
Qenepanyu, 3a CBOH cyeT npuoOperaTh, apeHIOBaTh, YCTAaHABIWBATh U
00CITyXUBaTh CpeJicTBa, npefAHa3HaYeHHbIC ISt obOHapyXeHus,
HIpenyNpeXaeHHs ¥ JIMKBUOAUWU IOCIHEICTBHA KOMIBIOTEPHBIX araKk H
pearnpoBaHys Ha KOMIIBIOTEPHbIE HHIUICHTBI;

4) paspabaThiBaTh U OCYIIECTBISATH MEpOHPHUATHA IO oOecredyeHuro
0e30MacCHOCTH  3HAYUMOr0  O00BEKTa  KPUTHYECKOH  HMH(OpMaIlHOHHOU
UHPPaCTPYKTYPHIL.

2. CyObeKThl  KPUTHYECKOH  HMHGOPMALHMOHHOW  HMHOPACTPYKTYpHI
00s13aHbIL:

1) He3aMeANMTENPHO HHOOPMHPOBATH O KOMIIBIOTEPHBIX WHIMIECHTaX
¢enepanbHbplii OpraH HCHOJHUTENIBHOH BIACTH, YIOJIHOMOHYEHHBIH B obnactu
obecreveHus (QYHKIIMOHMPOBAHUSA TOCYHapCTBEHHON CHCTEMBI OOHApYXKeHHS,
NpeAyNpPeXXACHNS ¥ JHUKBUIAIMHM T[OCIENCTBUH KOMIIBIOTEPHBIX aTaKk Ha
unpopmaimonHsle pecypcsl Poccmiickoli @enepanuu, a Taioke lleHTpanbHbIH
O6ank Poccuiickoit ®emepanum (B cmydae, ecid CYOBEKT KPUTHUECKOH
HHQOpPMAMOHHON  HMHQPACTPYKTYphl  OCYILECTBISET  JAeATCNbHOCTh B
OaHKOBCKOM cepe U B HHBIX clepax (UHAHCOBOIO PHIHKA) B YCTAHOBICHHOM
yKa3aHHBIM (QelepallbHBIM OpPraHoM HMCHOJHHUTENBHOW BIAcTH IHopsake (B
OaHKOBCKOM cepe U B HHBIX chepax PUHAHCOBOTO PHIHKA YKa3aHHBIN MOPAOK

yCTaHaBlIMBaeTCs 1O coracoBaHmio ¢ lleHtpansHbiM OaHkoM Poccuiickoit
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Deneparym);

2) oxa3pIBaTh COAEUCTBHE NOPKHOCTHBIM JIMIAM (erepabHOro opraHa
UCIOJHUTENIBHOH  BIAacTH, YIOJNHOMOYEHHOro B obOyactu obecredeHus
(G YHKLIHOHUPOBaHUS rocy1apCTBEHHOM CHCTEMBI obHapyxeHUs,
OpenynpexAeHUs M JUKBUAAIMH IIOCIEJCTBHI KOMIBIOTEPHBIX arak Ha
nHopMarmoHHsle pecypchl Poccuiickoit ®epeparyn, B 0OHapyxeHUw,
NpeAynpeXIeHNH ¢ JIMKBUAALUK TIOCIEACTBUH KOMIBIOTEpHBIX  arTak,
YCTAHOBJICHHHM TIPUYMH M  YCIHOBUH  BO3HHUKHOBEHHS  KOMIIBIOTEPHBIX
VHIHAEHTOB,

3) B ciy4ae yCTaHOBKHM Ha 0OBeKTax KpHUTHYeCKOH HH(OpMaluOHHOH
AHQPACTPYKTypel ~ CPEACTB,  IIpelHa3HauYeHHbIX s OOHapyXeHWs,
TpenynpexaeHuss ¢ JIHKBHAAIMM [OCTHeACTBHHA KOMIBIOTEPHBIX aTak u
pearpoBaHHsS Ha KOMIIBIOTEpHBIE KHUMIEHTHI, oOecneyuBaTh BBIIOJHEHHE
HOpSKa, TEXHUYECKUX YCIOBHM YCTAHOBKU U DKCIUTYaTallMH TaKMX CPEACTB, UX
COXPaHHOCTb.

3. CyObextst  KpuTHYeckod  HMHGOPMANMOHHON  HHGPACTPYKTYpHI,
KOTOPBIM Ha IpaBe COOCTBEHHOCTH, apeHIbl WM WHOM 3aKOHHOM OCHOBaHUHU
NpUHAIUIEKAT  3HAYUMble  OOBEKTBI  KpUTHYECKOH  MH(OPManHOHHOH
HH(PaCTPYKTYphl, HAapAAy C BBHIIOJHEHHEM 00s3aHHOCTEH, ITPeNyCMOTPEHHEBIX
9aCThIO 2 HACTOSAMIEH CTaThbH, TAK)XE 005M3aHBbL:

1) cobmogars TpeOoBaHUs MO oOecrieueHHI0 0e30IMacCHOCTH 3HAYMMBIX
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00BeKTOB KpUTUUeCKOH HMH(pOpManUOHHON MHGPACTPYKTYpPHI, YCTaHOBJIECHHEIE
¢enepanbHBIM OPraHOM HCIOJIHUTENBHOHN BIAaCTH, YIIOJTHOMOYEHHBIM B 00/1acTH
obecnieuennst 6e30MacHOCTH KpUTHUYECKO# nHPOpManuoHHOH HHOPACTPYKTYpBI
Poccuiickoit ®enepannmy;

2) BEINOJHATH MMpeIIHCaHus AOMKHOCTHBIX JHI (edepaJbHOro OpraHa
UCIIONTHUTENBHOM  BJIACTH, YIONHOMOYEHHOro B oOmactH obecriedeHus
Oe3onacHOCTH KpuUTHYECKOHM HMH(opManuoHHOH HHQpacTpyKTypsl Poccuiickoii
Deneparuy, 06 ycTpaHeHHH HapylleHHH B 4acTH coOmoneHus TpeOoBaHuUi 10
obecrieyeHuIo 6e30macHOCTH 3HAYNMOTO o0bekTa KPUTHYECKOM
nHQOPMAIIMOHHOW  MHQPACTPYKTYphl, BBIaHHbIE OSTUMH JIMLAMH B
COOTBETCTBUH CO CBOEI KOMIETEHIINEH;

3) pearmpoBaTh Ha  KOMIBIOTEPHBIE  HMHIMAGHTHI B  IOpPSIKE,
yTBepXKIOeHHOM  (emepanbHBIM  OpPraHOM  HCIOJHHUTENBHOM  BIIacT,
YyIOTHOMOYEHHBIM B obnmactu  ofecneueHus  (yHKIHOHHPOBaHHSA
rocyIapCTBEHHOH CHCTeMBbl OOHapy)XeHHs, INpenyNpexAeHHs W JIMKBHIALHH
TIOCJTCICTBHI KOMITBIOTEPHBIX aTak Ha HHpOpMaIMOHHbIe pecypchl Poccuiickoit
@enepauny, IPUHUMATh MEpHl 0 JHUKBUAALMH MOCIEACTBUN KOMIIBIOTEPHBIX
aTaKk, IPOBEIECHHBIX B OTHOWICHWH 3HAYMMBIX OOBEKTOB KPHTHYECKOU
nH(OpMauUOHHOU UHPACTPYKTYPHL;

4) obecrieurBaTh OECHpPETSITCTBEHHBIH JOCTYIl JOJDKHOCTHBIM JIHI[aM
(eleparbHOro opraHa UCIOJIHHUTEILHON BIIACTH, YIIOJIHOMOYEHHOIO B 001acTH

obecneuenns 6€30MaCHOCTU KpUTHUYECKOM MHPOpMaMOHHON MH(PACTPYKTYpHI
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Poccuiickoit ®Oenepanny, K 3HAYUMBbIM 00BEKTAM KpUTHYECKOH
MHQOPMAaLlMOHHOW HHOPACTPYKTYpPhl IHpH pealu3alu OSTUMH JHIAMH
IOJHOMOYMH, IpeAyCMOTpeHHBIX cTaTheil 13 Hactosmero ®enepanbHOro

3aKoOHa.

Cratpsa 10. CueremMa 0€300aCHOCTH 3HAYUMOI0O 00bEeKTA
KpuTH4Yeckoii nHpopManHOHHOH HHPPACTPYKTYPbI

1.B memix ofbecniedeHns 0e30IacHOCTH  3HAYUMOro  0OBeKTa
KpuTH4Yeckod HH(OpMAnMOHHONK HHQPACTPYKTypel CYOBEKT KpUTHUYECKOId
UHQOPMAMOHHOH WH(QPACTPYKTYphl B COOTBETCTBHMM C TpeOOBaHUSIMH K
CO3JJaHHIO CHUCTeM Oe30IaCHOCTH TaKuX OOBEKTOB U OO0ECHEeYeHHIO HX
(GYHKIMOHAPOBAHUS, YTBEPXACHHBIMHU ¢benepabHbIM OprasoM
HCIIONHUTENIFHOW  BJIaCTH, YIOJHOMOYEHHBIM B obOnactu obecnedeHus
6e30macHOCTH KpUTHYECKOH MHGOpManuOoHHON uMHOpacTpyKkTypsl Poccuiickoi
®enepanyn, co3gaer cucTeMy 0e30MacHOCTH Takoro o0bekTa U obecrieduBaeT
ee (QyHKIIMOHHPOBAHHUE.

2. OCHOBHBIMH 3aJja4aM{ CHCTEeMBI O€30IIaCHOCTH 3HAYHMOro 0OBeKTa
KpUTHUeCKOH nH(pOpMalnOHHON HHPPACTPYKTYPHI ABISIOTCS:

1) npepoTBpaimieHe  HEMpaBOMEpHOro  JocTynma K  HH(popmauuwy,
00pabaTeiBaeMOii 3HAYMMBIM OOBEKTOM KpHUTHYEeCKO#H uH(pOpMaIMoHHOM
UHQPACTPYKTYphl, YHHYTOXKEHUS Takod MH(opMaryu, ee MoAHGMUIIMPOBaHUS,
OIOKMPOBaHUsA, KOIMMMPOBAHUS, IPEJOCTABICHUS U PacIpOCTpaHeHus, a Takxke

WHBIX HETIPaBOMEPHBIX AeUCTBUU B OTHOLIEHUH Takoil HHpOpMaIuy;
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2) HefomyieHHe BO3JEHCTBHA Ha TeXHUYECKHe cpelcTBa o0paboTku
uHbOpMaK, B pe3yJbTare KOTOPOro MOXKeT OBITh HapymieHo U (Win)
mpeKkpamieHo  (QyHKIMOHUpPOBaHME  3HAYMMOro  oOBeKTa  KPUTHIECKOU
nH(pOpMaIOHHON UH(PaCTPYKTYPHI;

3) BoccTaHOBIIEHUE GYHKIHOHUPOBAHUS 3HaYMMOTO o0beKTa
KPHTHYECKOW HHGOPMAIMOHHON HMHOPACTPYKTyphl, oOecreyrBaeMoOro B TOM
YHCJIe 33 CUET CO3aHUI M XPaHEHHUS pe3epBHBIX KON He00X0AUMOMU AJIs 3TOTO
uHGbOopMaIuu;

4) HenmpeprIBHOE  B3aUMOJEHCTBHE C TI'OCYAApCTBEHHOH CHCTEMOM
o0HapyXeHUs, IpeaynpexieHus U JTUKBUIALMK MOCIEACTBUNA KOMIIBIOTEPHBIX
atak Ha nHpopManuoHHbIe pecypcsl Poccuiickoii ®enepanui.

Cratps 11. TpeGoBanust no o6ecneveHn0 6€30N1aCHOCTH 3HAYHMBIX
00bCKTOB KpUTHYECKOH HHPOPMALHOHHOI

HHpaCTPYKTYyPHI

1. TpeGoBanus 1o obecreyeHHr0 6e30MAaCHOCTH 3HAYUMBIX OOBEKTOB
KPUTHYECKOH  HMHGOpMAlMOHHOW  HMHQPAcCTPyKTyphl, YCTaHaBIMBaeMbIE
dbenepaIbHBIM OPraHOM HCIIOMHHUTEIBHON BIACTH, YIIOJTHOMOYEHHBIM B 0071acTH
obecrieuenus 6€30MacHOCTH KPHTHYECKOH HH(POPMaIHOHHOW MH(PPacCTPyKTyphl
Poccuiickoit ®@enepaunn, 1uddHepeHIUpyIOTCS B 3aBUCHMOCTH OT KaTE€rOpHH
3HAYUMOCTH OOGBEKTOB KPHUTHYECKOW HH(POPMALKMOHHON HHQPACTPYKTYyphl H

OTHUMH TpeﬁOBaHI/IﬂMI/I npeayCcMaTpuBarOTCA:
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1) nnaHupoBaHue, pa3paboTKa, COBEPIICHCTBOBAaHHE W OCYILECTBICHUE
BHEJJPEHUS MEpOIpUATHH 10 obecreueHnio 6€30IacHOCTH 3HaYUMBIX 00HEKTOB
KpUTHYECKOH HH(OpMaIMOHHON NHPACTPYKTYPHI;

2) npuHATHE OPraHHU3alMOHHBIX M TEXHUYECKUX Mep I oOecredeHUs
0e30macHOCTH  3HAa4YMMBIX OOBEKTOB  KpUTHYecKoli  MHQOpMAaIHOHHOM
UHPPACTPYKTYPEHI;

3) ycTaHOB/IEHHE I1apaMeTPOB U XapaKTepUCTHK IPOrpaMMHBIX H
IpOrpaMMHO-aNNapaTHBIX  CPEeNCTB, IPHUMEHSEMBIX i  o0ecrnedeHus
0e30macHOCTH  3HA4YMMBIX OOBEKTOB  KpUTHYECKOH  HH(OpMaLHOHHON
UHQPACTPYKTYPHI.

2. TocynapcTBeHHbIE OpraHbl M pPOCCHMCKHE IOpHAWYECKHE JIHIIa,
BBITONIHSAIOMKE (YHKIUM 10 pa3paboTke, NPOBEICHUIO WIH pealu3aldy
rOCy/IapCTBEHHOM MOJUTHUKH U (MJIM) HOPMAaTHBHO-IIPABOBOMY pErYIHPOBAHHUIO
B YCTaHOBICHHOM cdepe NesTenpHOCTH, IO COITIaCOBaHMIO C (pelepalibHBIM
OpraHOM HCIIOJIHUTEJIBHON BIACTH, YIIOJHOMOYEHHBIM B 00acTé O0eCIeyeHHs
6e301acHOCTH KpUTHYeCKol HHGpOpMaIMoHHON HHpacTpykTypbl Poccuiickoit
Qenepauyy, MOTYT YCTaHaBIMBaTh JOIOJHHUTENbHBIE TpeOoBaHUA IO
obecnieueHHIO 6e3omacHOCTH 3HaYUMBIX 00BEKTOB KPUTHIECKOU
nHGOPMaIMOHHO uHQPacTPyKTYpHI, coJiepXxarue 0COOEHHOCTH

(GYHKIMOHUPOBaHHUS TaKMX 00BEKTOB B yCTAaHOBIICHHOMH cdepe AeITeTbHOCTH.
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Crates 12. Onenxa 0e30mMacHOCTH KPHTH4YECKOH HH(pOPMANUOHHOI
HH(PpPaCTPYKTYphbI

1. Ouenka OezomacHoCTH KPUTHYECKOM UH(GOPMaIOHHOMH
UHQPaCTPyKTYpsl ocymliecTBiseTcs (efepalbHBIM OPraHOM HCIIOJIHHUTENbHON
BIacTH, YNOJHOMOYEHHBIM B obiactu oOecnedeHus (YyHKIIMOHUPOBAHUSL
rOCYAapCTBEHHON CHCTeMBl OOHapy)XeHUs, MPeXyNpexIeHHus W JTUKBUAAINH
HOCTEACTBUI KOMIIBIOTEPHBIX aTak Ha HH(OpManHoHHEIe pecypchl Poccuiickoi
@epnepauny, B LENAX MPOrHO3UPOBAHUSA BO3ZHMKHOBEHHS BO3MOXHBEIX YIpo3
0e3011aCHOCTH KPUTUYECKOM HHPOPMAMOHHON HHGPACTPYKTYPHl B BEIpabOTKH
Mep IO MOBBIIIEHUIO YCTOHYHMBOCTH ee (PyHKIIHOHUPOBAHHS [IPH NPOBEAECHUH B
OTHOIIEHHNH ee KOMIBIOTEPHBIX aTaK.

2.1lpu  ocCymecTBIEHHH  OIEHKM  0e30mMacHOCTH  KPHUTHYECKOMN
‘UHQOPMAIIOHHONW HHPPACTPYKTYpHI IIPOBOIUTCH aHATTH3:

1) maHHBIX, ITOJTy4aeMBIX npu HCIIOJIb30BaHUH CpeICTB,
IpedHa3sHaYeHHbIX M1 OOHapyXeHus, MNpeAyHNpeKACHHS ¥ JMKBUAALUU
MOCJIEAICTBUII KOMIIBIOTEPHBIX aTaKk U pearupoBaHHsA Ha KOMIIBIOTEPHBIE
MHUUAEHTH, B TOM YHCJe MHOOPMaUUH O HAJIMYHUH B CETAX DIIEKTPOCBSA3H,
HCHOJNB3YEMBIX Ui OpraHU3allii B3auMOJNEHCTBHSA OOBEKTOB KPUTHUUECKOI
THPOPMAHOHHOM HHOPACTPYKTYPhI, IPU3HAKOB KOMITBIOTEPHEBIX aTak;

2) nadopmanuy, IpelICTaBIse MO cyOBpexTaMu KpUTHIECKOMN
MH(OPMaMOHHON HHOPacTPYKTYpHI 7} benepaabHbIM OpraHoM

HCIOJHATEIBHOR BJIaCTH, YIIOJIHOMO4YCHHBIM B obiactu  obecrieueHus
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Oe3omacHOCTH KpuTHdeckod mH(popManuoHHOM HHppacTpykTypsl Poccuiickoit
Qenepauuy, B COOTBETCTBUHM C IepeyHeM HHQPOpManmuu H B IHOpAAKE,
ompenenseMbIME  (eAepaNbHBIM  OPraHOM  HCHOJHHUTENbHOH  BIACTH,
YHOJIHOMOYEHHBIM B obnactu obecneueHus GYHKIIMOHUPOBaHMS
rOCYHapCTBEHHOH CHCTEMBI OOHApy>XeHUs, MpeAyIpexXACHUS U JIMKBUAALUU
IOCTIEICTBYMI KOMIIBIOTEPHBIX aTak Ha HH(OpMaloHHbIe pecypcsl Poccuiickoi
Qepepanuy, a TakKe HHBIMH HE SBISIOIUMUCS CyOBeKTaMu KpUTHYECKOi
HHGOPMaUHOHHON HHGPACTPYKTYphl OpraHaMy ¥ OpraHH3alUsIMH, B TOM YHCIIE
HMHOCTPaHHBIMHU U MEXyHapOIHBIMU;

3) cBemeHuil, IpENCTaBIAEMbIX B  TOCYAApCTBEHHYI0  CHCTEMY
oOHapyXeHUs, NpeRyIpeKaeHNsS U JUKBHIALMH IOCIEICTBIN KOMIBIOTEPHBIX
arak Ha wHpopMalmoHHble pecypchl Poccuiickoit ®epepanuy II0 HUTOram
TPOBENEHAS TOCYJapCTBEHHOr0 KOHTpoJs B obnactu  obecreueHHs
0e30macHOCTH  3HAa4YUMBIX OOBEKTOB  KPHTHYECKOH  HMH(pOpPMAaLKOHHOM
HHQPPaCTPYKTYphl, 0 HapylmeHuH TpeboBaHUU 1Mo obecrie4eHHIo 6e301acHOCTH
3HaYHMBIX OOBEKTOB KpUTHYecKoH HH(OpMalMOHHON HHQPACTPyKTYyphl, B
pesynbTaTe KOTOpPOro CO3AK0TCS IIPEANOCHUIKH BO3HUKHOBEHMU
KOMIIBIOTEPHBIX HHIUAEHTOB;

4)unoit  wHpOpMamuMM, IHoiydyaeMod  (QenepasibHBIM  OpPraHOM
UCIOJIHUTEIHOH  BJIACTH, YIOJHOMOYEHHBIM B obmactd obecnedeHus

(GYHKIUOHHAPOBaHUS roCyAapCTBEHHON CHCTEMBI oOHapy>XeHus,
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OpEeNyNpeXACHUsT U JUKBUIALMK MOCIEICTBUM KOMIBIOTEPHBIX araKk Ha
uHbopmanuonHsle pecypcsl Poccuiickoit ®Dexepauuu, B COOTBETCTBHH C
3aKoHozaTenscTBoM Poccuiickoit @enepanyy.

3. Jlna peanusanuy IOJIOXKEHUH, NPEAyCMOTPEHHBIX dacTsaMu 1 u 2
HacTosAIIeH  CTaThd, (elepaJbHBIi OpraH  HCIOJHUTENBHOM  BIIACTH,
YIOJTHOMOYEHHBIH B obnacrtu obecnieyeHus (GYHKIIMOHMPOBaHUS
TOCYAApCTBEHHOIN CHUCTEMBI OOHApyXeHHs, NPERYIpPEXIeHHs W JTHKBUAAIUH
HOCIEACTBUI KOMITBIOTEPHBIX aTak Ha MH(POpMAaIHOHHbIe pecypchl Poccuiickoit
QDenepanyu, OpraHu3yeT YCTaHOBKY B CETAX 3JIEKTPOCBSA3H, UCIIONB3YEeMBIX [T
OpraHu3alli¥ B3aUMOJCHCTBHA O0O0BEKTOB KPUTHHECKOH HH(GOpMALMOHHON
MHQPaCTPYKTyphl, CpEACTB, IpeAHAa3HAYEHHBIX JMJI1 TIIOMCKa IPHU3HAKOB
KOMIIBIOTEPHBIX aTaK B TAKUX CETAX IEKTPOCBS3H.

4.B nemix pa3palGoOTKH Mep IO COBEPIICHCTBOBAHHIO O€30I1aCHOCTH
KpuTHueckoit HHGOpPMalMOHHOM WHQpacTpyKTypsl (enepalsHBIi OpraH
UCIOJHWTEIbHOM BJAcTH, YIHOJHOMOYEHHBIM B o0mactu oOecnedeHus
(GYHKIIMOHUPOBAHHUS roCyJJapCTBEHHOH CHCTEMBI oOHapyxeHus,
IpEeayNpeXKJeHUsT U JHMKBUIAIMU ITOCJIENCTBUH KOMIBIOTEpHBIX arak Ha
nHOpMaLMOHHBIE pecypchl  Poccmifickoit  ®enepanuu, HampasiseT B
¢enepanbHbIl OpraH HCIOJHHUTEIBHON BIACTH, YIOJHOMOYEHHBIH B 00J1acTH
obecrieyeHns: 6€30MMaCHOCTH KPUTHYECKOH MHGOPMaLlMOHHON HHPPaCTPYKTYpPHI

Poccuiickoii @eneparun, pe3yapTaTsl OCYIIECTBICHUSA OLEHKH 0€30MacHOCTH
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KpUuTHYeCKOi nH(POpMaOHHONK HHPPACTPYKTYPHI.

Cratps 13. I'ocyaapcTBeHHbIH KOHTPOIb B 00;1acTH 00ecneyeHnst
0e30M1aCHOCTH 3HAYNMbIX 00bEKTOB KPUTHYECKOM

HHGOPManHOHHOH HHPPACTPYKTYPHI

1. T'ocynapcTBeHHBIM KOHTPOJL B oOnacty obecredeHrss 0e30MacHOCTH
3HAQYUMBIX OOBEKTOB KpUTHYECKON HH(QOpPMAlMOHHOK HHQPACTPyKTYphI
IPOBOJUTCA B IENAX IPOBEPKH COOMIONEHHSs CyOBeKTaMH KPUTHUYECKOH
MHQOPMAUMOHHOA HHQPACTPYKTYphl, KOTOPHIM Ha IMpaBe COOCTBEHHOCTH,
apeHAbl WIM WHOM 3aKOHHOM OCHOBAaHHMM IIPHHAIUIe)KaT 3HauyuMble OOBEKTHI
KPUTHUYECKOM HH(OPMALMOHHOM HHOPACTPYKTYPHI, TpeboBaHUH,
YCTAaHOBIEHHBIX HacTosmuM DenepaibHbIM 3aKOHOM UK IPUHSATBIMH B
COOTBETCTBHM C HHM HOPMAaTUBHBIMH IIpaBOBBIMH aKTaMH. YKa3aHHBII
roCyapCTBEHHBIM KOHTPOJIb IPOBOAUTCS IIyTEM OCYLIECTBICHHUS (elepabHbIM
OpraHoM HCIIOJIHUTENBHON BIACTH, YIOJIHOMOYEHHBIM B 00acTh obecreyeHus
0€e30MacHOCTH KpUTHYeCKOH MHGOPMAaUHOHHOH HHOpacTpyKTypsl Poccuiickoi
Denepanuy, IIaHOBBIX WX BHEIUIAHOBBIX IIPOBEPOK.

2. OcHOBaHUEM MJI1 OCYIIECTBIEHUS IUIAHOBON TPOBEPKH SABIAETCS
HCTEYeHuEe TPeX JIeT CO JHS:

1) BHeceHus cBedeHH 00 00BeKTe KpUTUYECKOH HHOPOPMALMOHHOH
UHOPAaCTPYKTypel B peecTp  3HAa4UMBIX  OOBEKTOB  KPHUTHYECKOH
MHGOPMaUMOHHON HHPPACTPYKTYPHI;

2) OKOHYaHHUS OCYUIECTBJICHHS TIOC/ie[lHell IUIaHOBOHM TIPOBEPKH B
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OTHOLIEHHM  3Ha4YUMOro  oOpeKTa  KpHUTHYECKOM  HMHGOpPManHOHHOM
UHOPPACTPYKTYPHI.

3. OcHOBaHHEM JIsi OCYIIECTBICHHS BHEIUIAHOBOH IIPOBEPKH SIBJISAETCS:

1) ucTedeHne  cpoxa  BBHIIONHEHHS  CYOBEKTOM  KPUTHYECKOM
UH(pOpMalMOHHOH HH(PACTPYKTYpPHl BBIAAHHOTO (enepaabHBEIM OpPraHoM
HCIIONHUTENLHON  BJAacTH, YIOJHOMOYEHHBIM B obiactu obecreyeHus
0e30macHOCTH KpUTHYECKO# HMHGpOpMalMOHHONH HHPpacTpyKTypsl Poccuiickoit
Depepanuy, mnpeanucanus o0 yCTpaHEHHM BBIABICHHOTO  HApyHICHUS
TpeboBaHuil o obecneyeHuIo 6e3011aCHOCTH 3HAYUMBIX 00BEKTOB KPUTHIECKOM
uH(pOpMANUOHHOW HHPPACTPYKTYPHI;

2) BOBHUKHOBEHUE KOMITBIOTEPHOTO HHIWJICHTa, MOBJIEKILETO
HETaTUBHBIE  IIOCTENCTBHS, Ha  3HAYAMOM  OOBEKTE  KPHUTHYECKOM
uH(POPMaHOHHOW HHPPACTPYKTYPHI;

3) mpukaz (pacmopsbkeHue) pykoBojutens (enepansHOro oprasa
ACIIONHUTENIFHOH  BNACTH, YHOJHOMOYEHHOro B oOmacté obecnedeHus
0e30MacHOCTH KpUTH4YecKoil mHpopMannoHHOH HHPpacTpyKTypsl Poccuiickoit
Qepepanyyi, U3ZAaHHBIA B COOTBETCTBHM C IopydyeHueM [Ipesmmenta
Poccutickoii @eneparun wim [IpaButensctBa Poccniickoit Oenepanum mbo Ha
OCHOBaHHH TpeOOBaHUA IPOKypopa 00 OCYINECTBIEHHUH BHEIUIAHOBOM IIPOBEPKU
B paMKax IpoBeleHHs Haq30pa 3a MCIIOJHEHHEM 3aKOHOB IO IOCTYNHBIIUM B

OpraHsl IPOKypaTypsl MarepraliaM U 0OparieHusIM.



35

4.Ilo wToraM IUIAaHOBOM MM BHEIUIAHOBOHW IIPOBEPKU (QenepaqbHBIM
OpraHOM HCIIOJIHUTENHHON BIACTH, YIIOJHOMOYEHHEIM B o0actu obecreueHus
0e30MacHOCTH KpUTHYECKOM MHpOpManuoHHOH HH(pacTpyKTyphl Poccuifckoit
Qenepanyiy, COCTaBIACTCA aKT IPOBEPKH IO YTBEPXKISHHOM YKa3zaHHBIM
oprasom ¢opme.
5.Ha ocHOBaHMM aKTa NIpPOBEpPKHM B CIydac BBIABICHUS HapyLICHUS
TpeboBanuii Hactosmero PexepaabHOTO 3aKOHA U NPUHSITHIX B COOTBETCTBHH C
HUM HOPMAaTHBHBIX IIPAaBOBBIX aKTOB IO 00ecTiedeHUI0 Oe30MacCHOCTH 3HAYUMBIX
00bEKTOB KpUTHUYECKOH HHQOPMAIMOHHOH HHQPPACTPYKTYphl (erepanbHblit
OpraH HCIOJHHUTENIbHON BJIACTH, YIIOJHOMOYEHHBIH B obmacth obecredeHUs
6e30macHOCTH KpUTHYeCcKoi uHGopMmannonHoii nHpacTpykTypsl Poccuiickoit
Depepanny, BbIJAeT CyOBeKTy KpUTUYECKOH “HGOpMAIMOHHON
HHOPACTPYKTYpBl NpeanucaHne o0 ycTpaHEHHU BBISBICHHOTO HApYLICHHS C
yKa3aHHeM CPOKOB €ro YCTpaHEeHHS.
Cratpg 14. OTBeTCTBEHHOCTD 32 HApYLIeHHe TpeGoBaHui
HacTosimiero ®@egepanbHOro 3aKOHA H NPHHATHIX B
COOTBETCTBHH C HUM HHBIX HOPMATHBHBIX IPABOBBIX
aKToOB
Hapymenue tpeboBanuii Hacrosero deepanbHOro 3aKk0Ha U MPUHATHIX
B COOTBETCTBHUHU C HUM HMHBIX HOPMAaTHUBHBIX IPaBOBBIX aKTOB BJe4eT 3a coOOM

OTBETCTBEHHOCTh B COOTBETCTBHH ¢ 3aKOHOAATENbCTBOM Poccuiickoit

Oepnepanuy.
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Crarpg 15. Berynienue B ety nacrosimero ®eepajbHOro 3aKkoHa
Hactosmuii ®@enepanbHblil 3aKOH BCTynaeT B cuily c¢ 1 suBaps 2018

roza.

B.Ilytun

Mocksa, Kpemib
26 urons 2017 rona
No 187-@3



